Detecting k-Balanced Trusted Cliques in Signed Social Networks by Hao, Fei et al.
1Detection of k-Balanced Trusted Cliques in Signed
Social Networks
Fei Hao, Stephen S. Yau, Geyong Min, and Laurence T. Yang
Abstract—k-clique detection has been widely studied for ana-
lyzing the latent structure of social networks which is important
for understanding the structural and functional properties of
social networks. However, the existing k-clique detection ap-
proaches cannot be directly applied to signed social networks
because of the positive (e.g., trust relationships) and negative
(e.g., distrust relationships) links. In this article, the concept
k-balanced trusted clique and an approach to detecting k-
balanced trusted cliques in signed social networks are presented.
In this approach, the detection algorithm is based on Formal
Context Analysis (FCA) of the k-balanced trusted cliques and
construction of formal context using Modified Adjacency Matrix
after converting a signed social network into an un-weighted
social network. The experimental results demonstrate that our
detection algorithm can efficiently identify the trusted cliques in
signed social networks.
I. INTRODUCTION
With the emergence and rapid proliferation of social net-
work applications and media, online social networks are play-
ing a critical role in shaping the behavior of users on the web
[1], [2]. In social networks, users usually gather together and
have a number of social interactions with each other in several
communities due to their social relations, common interests
and purposes. However, some social relations are signed in
the sense of having ties between users that can be positive or
negative, such as trust or distrust and like or dislike [3], [7].
Therefore, analysis of the trust network structure based on the
links in signed social networks can enhance the understandings
of social interactions among users. For instance, in on-line
rating site Epinions1, users can express trust or distrust of
others, while Slashdot2 allows that the participants declare
others to be either “friends” or “foes”. By identifying the
groups of users with positive ratings for each other can guide a
company to carry out powerful social marketing or advertising.
In other words, a company can promote its products by virtue
of potentially influencing users in the groups.
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So far no techniques are available for detecting k-balanced
trusted cliques in signed social networks, which can help the
users mine the trusted alliance communities. In this article, we
will present an approach to detecting the k-balanced trusted
cliques where the edges are with trust relationships, i.e.,
positive links. The study on k-balanced trusted cliques detec-
tion within signed social networks is a promising technique
to provide some insight into the structural characteristics of
the social networks and computational intelligence for social
network users. In particular, the knowledge and computational
intelligence of k-balanced trusted clique structure of a signed
social network can help us understand the behaviors and orga-
nizational style of trusted users in the signed social network.
This article is structured as follows. Section II overviews the
current state-of-art. Section III includes the preliminaries and
problem statement of our approach. The detection algorithm
for identifying the k-balanced trusted cliques from signed
social networks is presented in Section IV. Experimental
results of demonstrating our approach are shown and evaluated
in Section V. Finally, Section VI concludes this article with
the discussions of our results.
II. CURRENT STATE-OF-ART
Some theoretical and empirical work has been done on how
the communities can be detected in signed social networks.
Leskovec, Huttenlocher and Kleinberg [4] studied how the
interplay between positive and negative relationships affects
the structure of online social networks. Their work provided
large-scale evaluations of signed social networks using online
datasets, as well as providing a perspective for reasoning about
social media sites. Traag and Bruggeman [5] extended the
Potts model for studying the microscopic internal elements and
their interactions to the macroscopic outcome by adapting the
concept of modularity to detect communities in complex social
networks with both positive and negative links. Yang et. al. [8]
examined the problem of predicting signed social ties such as
trust and distrust, based on the acquaintance relationships in
social networks. They showed that the signed relations provide
much stronger signal in tying the behavior of online users than
the unipolar homophily effect. Gregori, Lenzini and Mainardi
[9] presented a parallel k-clique community detection method
based on a technique which enables connected components of
a social network to be obtained from those of its subnetworks.
Their method has an unbounded, user-configurable, and input-
independent maximum degree of parallelism, and hence is able
to make full use of computational resources.
2III. PRELIMINARIES AND PROBLEM STATEMENT
In this section, we will discuss social balance, signed social
networks, k-balanced trusted clique, formal concept analysis,
and then identification of k-balanced trusted cliques from
signed social networks.
A. Social Balance
The challenge of clique detection in social networks with
positive and negative links was first addressed by social
balance theory in social psychology in 1940s [13]. This theory
is based on the notation that if two persons are positively
related, their attitudes toward a third person should match. For
example, if Alice and Bob are positively related as friends,
and both of them are related to Charles, then they should
both be related to him either positively or negatively. In either
case their triad is said to be socially balanced. If Alice has
a positive relationship with Charles, while Bob is negatively
related to Charles or vice versa, their triad is said to be socially
unbalanced. In other words, a user’s friend and another friend
can be friend each other. Similarly, a user’s enemy and another
enemy can be friend each other.
B. Signed Social Networks
A signed social network can be modeled as a weighted
graph G = (V;E;W ), where V is the set of vertices or nodes,
E  V V is a set of edges, and W : (V V )! f 1; 0; 1g
is a function that assigns a value to the relationship between
every pair of nodes. W assigns +1 to the pairs of nodes that
are connected positively, -1 to the pairs that are connected
by a negative relationship and 0 to the pairs that are not
connected. For the sake of convenience, most of the existing
work simply adopt the notations “+” and“-” instead of +1 and
-1 for describing the trust (positive) and distrust (negative)
relationships in signed social networks.
C. Formal Concept Analysis
Formal Concept Analysis (FCA) is a data analysis method-
ology based on the order lattice theory, and. Formal concept
is to represent the relationships between objects and attributes
in a domain [10], [11], [12].
A formal context in FCA, is organized as a triple
K=(U;A; I), where U=fx1; x2;    ; xng is the set of objects,
A = fa1; a2;    ; amg is the set of attributes, I is the binary
relation between U and A. I  U 
 A, (x; a) 2 I denotes
object x has the attribute a (marked as “1”), and (x; a) =2 I
denotes object x does not have the attribute a (marked as “0”),
where x 2 U; a 2 A.
For a formal context K=(U;A; I), the operators " and # on
X  U and B  A are defined as follows:
X" = fa 2 Aj8x 2 X; (x; a) 2 Ig; (1)
B# = fx 2 U j8a 2 B; (x; a) 2 Ig: (2)
For 8x 2 U; letfxg" = x", and for 8a 2 A, let fag# 2 a# , If
for a pair (X;B), X" = B and B# = X , then the pair (X;B)
is a concept with X indicating the extent of the concept and
B the intent of the concept.
Let C(K) denote the set of all the concepts of the formal
contextK=(U;A; I). If (X1; B1), and (X2; B2) 2 C(K), then
let
(X1; B1)  (X2; B2), X1  X2(, B1  B2)
then \  " is a partial relation of C(K).
A concept lattice L=(C(K);) can be obtained by all
formal concepts C(K) of a context K with the partial order
. Its graphical representation is Hasse diagram 3 in which
each circle denotes a concept including a pair with intents
and extents.
D. k-balanced Trusted Clique
Definition 1: (k-balanced trusted clique) Given a signed
social network G = (V;E;W ), a k–balanced trusted clique
in G is a subset S  V and jSj = k such that for any two
vertices v1; v2 2 S there exists an edge (v1; v2) 2 E and
W (v1; v2)=+1.
To detect the k-balanced trusted cliques, two fundamental
issues need to be solved: (1) large-scale datasets from social
applications where the sign of each link can be reliably
determined, and (2) social balance theories help us reason
about how different patterns of positive links provide evidence
for the trusted cliques. Thus, the problem addressed in this
article can be described as follows.
Problem Statement: Given a signed social network G
and an integer parameter k, detect all the k-balanced
trusted cliques in G.
IV. FCA-BASED k-BALANCED TRUSTED CLIQUE
DETECTION
In this section, we will present our overall approach to
detecting k-balanced trusted cliques using the FCA theory in
signed social networks. Our approach will include the fol-
lowing parts: (A) Formal context construction; (B) k-balanced
trusted cliques detection by finding the correlation between the
concept lattice and k-clique; (C) Algorithm implementation for
detecting k-balanced trusted cliques.
A. Formal Context Construction
G is a weighted undirected graph. We need to simplify G
into an unweighted undirected graph G
0
in order to utilize
FCA theory. In this article, we adopt the Modified Adjacency
Matrix of G
0
as a formal context, namely FC(G
0
) = (V; V; I),
in which I is the binary relationship between two vertices. A
modified adjacency matrix is defined as follows:
Definition 2: (Modified Adjacency Matrix) Let G be a
graph with n vertices that are assumed to be ordered from
v1 to vn. The nn matrix A0 is called a Modified Adjacency
Matrix., in which
A
0
=
8<: aij = 1; if edge (vi; vj) 2 E and i 6= jaij = 1; if i = j
aij = 0; otherwise:
(4)
3http://en.wikipedia.org/wiki/Hasse diagram
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Lucy Tom Jack Sam Bob Kim Rose
Lucy 1 0 0 0 0 0 0
Tom 0 1 1 0 1 1 0
Jack 0 1 1 0 1 0 0
Sam 0 0 0 1 0 0 1
Bob 0 1 1 0 1 1 0
Kim 0 1 0 0 1 1 0
Rose 0 0 0 1 0 0 1
(a) A signed social network G and its simplified social network Gÿ
(b) Formal Context of Gÿ
Fig. 1. A signed social network G and corresponding simplified social
network G
0
with its formal context
Therefore, FC(G
0
) is equivalent to the Modified Adjacency
Matrix of G
0
, i.e., FC(G
0
)  A0 . According to the properties
of A
0
;FC(G
0
) also has following properties
 The FC(G
0
) is symmetric.
 One difference from the adjacency matrix is that all the
diagonal elements are “1”.
Example 1: Fig. 1. (a) presents a social graph with trust and
distrust links that can be regarded as a signed social network
G with vertices indicating 7 users, and edges indicating the
trust/distrust relationships between users. For instance, users
Tom, Bob and Kim trust each other. However, Tom does not
trust Jack and Kim and vice versa. A simplified unweighted
social network G
0
characterizes the social relationships of
these users, i.e, there exist the social interactions between user
if edges are available. A formal context of G
0
is constructed in
Fig. 1. (b) according to the definition of Modified Adjacency
Matrix.
B. k-balanced trusted clique Detection
In a signed social network G = (V;E;W ), k-balanced
trusted clique detection problem is to find a subset S 2 V
and jSj = k such that for any two vertices v1; v2 2 S there
exists an edge (v1; v2) 2 E and the weights on the edges of
clique are “1”, i.e,
P
w(u; v) = C2k . This section introduces
the concepts of Equiconcept and k-Equiconcept, then provides
a novel approach for k-balanced trusted clique detection with
k-Equiconcepts.
Definition 3: (Equiconcept) For a formal context K =
(U;A; I), if a pair (X;B) satisfies X" = B, B# = X and
X = B, then the pair (X;B) is a Equiconcept, where X is
called the extent of the equiconcept, B is called the intent of
the equiconcept. And let EC(K) be the set of all equiconcepts
with respect to formal context K.
Definition 4: (k-Equiconcept) For a formal context K =
(U;A; I), if a pair (X;B) satisfiesX" = B, B# = X ,X = B,
Fig. 2. The Concept Lattice of Simplified Social Network G
0
The “red” and “green” nodes denote the equiconcepts, especially the “green”
nodes are equiconcepts who satisfy the sum of weights on links equals to C2k ,
i.e, balanced trusted cliques
and jXj = jBj = k, then this pair is a k-equiconcept, where
X is called the extent of the k-equiconcept, B is called the
intent of the k-equiconcept. And let KEC(K) be the set of
all k-equiconcepts with respect to formal context K.
(The proposed detection approach) This article presents
a novel and effective approach for detecting the k-balanced
trusted cliques. This approach is working as follows: Given
a signed social network G, all k-balanced trusted cliques
detection is composed of following parts: a) basic k-balanced
trusted cliques are generated from k-equiconcepts who satisfyP
w(u; v) = C2k ; b) remaining cliques are derived from
k + 1-equiconcepts, k + 2-equiconcepts,   , M -equiconcepts
who satisfy
P
w(u; v) = C2k+1,
P
w(u; v) = C2k+2,
   ;Pw(u; v) = C2M . (M > k). M is the number of
maximum extent or intent of maximum equiconcepts.
Example 2: Let us continue Example 1, the concept lattice
of the social network G
0
simplified from the signed social
network G, denoted as L(C(FC(G
0
));) is constructed.
Thus, the graphical representation of L(C(FC(G
0
));)
is presented with a Hasse diagram as shown in Fig.
2. Apparently, we can easily find four equiconcepts
which are already marked with red and green color, i.e,
(fLucyg; fLucyg); (fSame;Roseg; fSam;Roseg); (fTom;
Bob;Kimg; fTom;Bob;Kimg) and (fTom; Jack;Bobg;
fTom; Jack;Bobg). Actually, in the simplified social
network G
0
, these equiconcepts correspond to 1-
clique, 2-clique, and 3-clique, respectively. In particular,
green nodes indicate the equiconcepts who satisfy
the sum of weights on links equals to C2k , i.e.,
(fTom;Bob;Kimg; fTom;Bob;Kimg),(fLucyg; fLucyg)
and (fSam;RosegfSam;Roseg) are k-balanced
trusted cliques. In other words, the users in each
k-balanced trusted clique trust reciprocally. In fact,
we can derive three more 2-balanced trusted cliques
from (fTom;Bob;Kimg; fTom;Bob;Kimg), such as
(fTom;Bobg; fTom;Bobg), (fTom;Kimg; fTom;Kimg)
and (fBob;Kimg; fBob;Kimg). But, they are not concepts
because they do not appear in the concept lattice of social
network G
0
.
4C. Algorithm
Based on the above detection approach of k-balanced trusted
cliques, Algorithm 1 is presented as follows.
Algorithm 1 FCA-based k-balanced trusted cliques Detection
Algorithm
Input:
G = (V;E);
Parameter k;
Output:
Set of k-balanced trusted cliques  
1: Initialize   = ;
2: begin
3: Simplify a signed social network G into an unweighted
social network G
0
4: Construct a formal context FC(G
0
)
5: Build a concept lattice L(C(FC(G
0
);)
6: end
7: for each concept (X;B) 2 C(FC(G0))
8: begin
9: if X = B and jXj = jBj = k and Pw(u; v) =
C2k ; u; v 2 X;B
10:     [ (X;B)
11: end
12: if X = B and jXj = jBj > k
13: for i=k+1 to M do
14: begin
15: if
16:
P
w(u; v) = C2k ; u; v 2 Xi; Bi
17:     [Derived((Xi; Bi))
18: end
19: end
The working procedure of Algorithm 1 is described as
follows: First, a signed social network G and parameter k are
the inputs of the whole algorithm; Then, we initialize a set of
k-balanced trusted cliques with   (Line 1). After initialization
of the algorithm, a preprocessing procedure from a signed
social network to an unweighted social network is executed
(Line 3). Then, it goes into the formal context construction
and concept lattice generation codes part (Lines 4-6). Lines 7-
11 insert the detected k-balanced trusted cliques (X;B) into
 . The remaining set of k-balanced trusted cliques is derived
from other high order equiconcepts and are inserted into  
(Lines 12-18).
V. EXPERIMENTAL RESULTS AND EVALUATION
In this section, we will present some experimental results
and show that the effectiveness of our approach for detecting
the k-balanced trusted cliques.
In this article, two datasets of social network are adopted
for evaluation of the proposed approach. Dataset I is acquired
from the Correlates of War [14], [15] dataset over the period
1993–2001, where military alliance can be represented by pos-
itive links and disputes by negative links. The alliance coded
with three types of values: 1) entente; 2) non-aggression; 3) de-
fense pact. However, we regard them as negative and positive
(a) Visualization and Degree Distribution of Dataset I
Remark: “red line” denotes the trust link and “blue line” denotes the
distrust link
(b) Visualization and Degree Distribution of Dataset II
Remark: “red line” denotes the trust link and “blue line” denotes the
distrust link
Fig. 3. Visualization and Degree Distribution of Experimental Dataset
links between two countries. Consequently, we obtain 2518
links including 2290 positive links and 228 negative links.
Fig. 3(a) shows the visualization of the experimental dataset,
in which the red lines indicate the trust links and blue lines
indicate the distrust links. In other words, the alliance countries
are distributed in the center of the graph. Additionally, the
degree distribution of the experimental dataset which follows
a prominent power-law distribution. Dataset II is obtained from
the Slashdot with 81871 users and 545671 links including
422349 positive links and 123322 as shown in Fig. 3(b).
Our experiments were run on a 2.83 GHz quad core machine
with 2G memory. The experimental results are compared with
the existing schemes: CPM [9], and Extended Potts Model
(EPM) [5], respectively to evaluating the effectiveness and
efficiency of k-balanced trusted cliques detection. In terms
of effectiveness, we adopt the F -measure to evaluate how
well each algorithm can find the k-balanced cliques from a
social network. Fig. 4(a) illustrates that the proposed approach
can significantly detect k-balanced trusted cliques very well
comparing to CPM and EMP models.
We have also evaluated the efficiency of various approaches
in terms of detecting time. From Fig. 4(b), we can clear see
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Fig. 4. Experimental Results.
that the proposed FCA-based approaches can save lots of time
for detecting the k-balanced trusted cliques.
Based on the experimental results and analysis in Fig. 4(a)
and Fig. 4(b), it is clear to know that the proposed algorithm
has a good robustness.
VI. CONCLUSION
In this article, we have presented an approach to detecting
the k-balanced trusted cliques in signed social networks. We
have conducted some experiments using two real datasets and
the results show that our detection algorithm can identify the
trusted cliques efficiently.
As the rapid increase of the number of online social network
sites continues, the impacts on publicity (including marketing
and advertising) using social networks is also more much
greater. By detecting k-balanced trusted cliques in signed
social networks, the effectiveness of the publicity using signed
social networks are much greater. We also plan to extend our
approach to detection of k-balanced cliques in dynamic signed
social networks where the trust links are evolving as the time
elapses.
REFERENCES
[1] A. Anagnostopoulos, R. Kimar, and M. Mahdian: “Influence and corre-
lation in social networks”, In The 8th ACM SIGKDD Conference on
Knowledge Discovery and Data Mining, pages 7–15, 2008.
[2] L. P: PageRank: “Bring order to the web”, In Stanford Digtial Libraries
Working Paper, 1997.
[3] P. Doreian, A. Mrvar: “Partitioning signed social networks”, Social
Networks, 31, pages 1–11, 2009.
[4] J. Leskovec, D. Huttenlocher, J. Kleinberg: “Signed Networks in Social
Media”, In CHI 2010, pages 1361-1370, 2010.
[5] V.A. Traag, J. Bruggeman: “Community detection in networks with
positive and negative links”, Physical Review, E80, 036115, pages 1–6,
2009.
[6] B. Adamcsek, G. Palla, I. Farkas, I. Derenyi, and T. Vicsek: “CFinder:
locating cliques and overlapping modules in biological networks”, In
Bioinformatics, vol.22, no. 8 pages 1021, 2006.
[7] B. Yang, W.K. Cheung, and J. Liu: “Community Mining from Signed
Social Networks”, IEEE Trans. Knowl. Data Eng., pages 1333–1348,
2007.
[8] S. Yang, A.J. Smola, B. Long, H. Zha, and Y. Chang: “Friend or frenemy?:
predicting signed ties in social networks”, In Proc. of SIGIR’2012, pages
555–564, 2012.
[9] E. Gregori, L. Lenzini, and S. Mainardi: “Parallel (k)-Clique Community
Detection on Large-Scale Networks”, IEEE Transaction on Parallel and
Distributed System, vol. 24, no.8, pages 1651–1660, 2013.
[10] B. Ganter, R. Wille: “Formal concept analysis”. Mathematical Founda-
tions. Springer, 1999.
[11] W. X, Zhang, G. F, Qiu: “Uncertain Decision Making Based on Rough
Sets”, Tsinghua University Publisher. Beijing (in Chinese), pages 12–58,
2005.
[12] L.C. Freeman: “Cliques, Galois Lattices, and the Structure of Human
Social Groups”, Social Networks, 18, pages 173–187, 1996.
[13] F. Heider: “Attitudes and cognitive organization”, Journal of Psychology,
21, pages 107–112, 1946.
[14] F. Ghosn, G. Palmer and S. Bremer: “Conflict Management and Peace”,
Science, 21(133), 2004.
[15] D. M. Gibler , M. Sarkees: “Measuring alliances: The correlates of
war formal interstate alliance dataset, 1816C2000”, Journal of Peace
Research, vol.41, no.2, pages 211–222, 2004.
